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<Date> 
 
 
 
<First Name> <Last Name> 
<Mailing address> 
<City>, <State> <ZIP Code> 
 
Re: Anthem cyber attack 
 
Dear <First Name> <Last Name>, 
 
We’ve learned from the Anthem health plan that it’s likely that your name, date of birth, city and state 
of residence, and part of your HMSA membership number were accessed during the recent cyber attack. 
Anthem probably had your information because at some point since 2004 you were an HMSA member 
who received medical or hospital services in a Mainland state that Anthem serves. 
 
Based on Anthem’s information, we do NOT think your Social Security number, street or email address, 
telephone number, or financial or medical information was accessed. 
 
I know this news will cause concern. For your peace of mind, Anthem has automatically enrolled you in 
two years of identity theft repair at no cost. With this service, an investigator will work to resolve any 
harm if you’re a victim of fraud. In addition, you can enroll in additional layers of protection from 
Anthem, including two years of free credit monitoring and a $1 million identity theft insurance policy at 
AnthemFacts.com. 
 
While Anthem’s investigation to date shows no financial information was accessed, I urge you to sign up 
for these services for your security and peace of mind. 
 
Anthem will send you its own notification letter sometime in the next eight weeks. 
 
Why Anthem had your personal information 
 
We don’t share our members’ Social Security numbers, email or street addresses, telephone numbers, 
medical or financial information, or any other personal information. 
 
It’s likely that Anthem received your personal information from claims when you received medical or 
hospital services from providers in one of the states where Anthem operates a Blue Cross and Blue 
Shield health plan: California, Colorado, Connecticut, Georgia, Indiana, Kentucky, Maine, Missouri, 
Nevada, New Hampshire, New York, Ohio, Virginia, or Wisconsin. 
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Anthem probably kept your name, date of birth, the city and state where you live, and part of your 
HMSA membership number after it processed the claims for your medical or hospital services in one of 
those states. 
 
The Blue Cross and Blue Shield system 
 
HMSA works with Anthem to administer certain aspects of your health plan. You and other members 
who received health care services in the past 10 years in any of the areas that Anthem’s Blue Cross and 
Blue Shield companies serve are affected by the cyber attack. 
 
That’s because 37 independent, locally operated companies across the United States, including Anthem 
and HMSA, form the Blue Cross and Blue Shield system. This affiliation enables Blue Cross and Blue 
Shield members to get the high-quality, affordable health care they need wherever they are. 
 
HMSA’s systems weren’t affected in the cyber attack. 
 
Call our HMSA hotline 
 
We want to help you keep your personal information safe. A number of Internet scams have arisen 
because of this cyber attack. Please do not respond to any emails or phone calls asking for your private 
information.  
 
If you have any questions, please call our dedicated phone line at 948-6699 on Oahu or 
1 (800) 432-6633 toll free on the Neighbor Islands or the Mainland. Our phone line is open Monday to 
Friday from 8 a.m. to 5 p.m., Hawaii standard time. 
 
During the month of March, our hotline will have special Saturday hours. We'll have representatives 
available Saturdays to take your call from 8 a.m. to 2 p.m., Hawaii standard time.  
 
 
 
Sincerely, 

 
Michael A. Gold 
President and Chief Executive Officer 
 


